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Enroll MacOS in Intune/MDM

When we increase the security with multi-factor authentication (MFA) for login, you have to
enroll your JU Mac in order to except it from the MFA policy when using Office365
applications.

e Preparations:
N.B! Before you start the enrollment, you will first have to set up MFA

according to the manual MFA — English — (version/date), that you can find
here: https://ju.se -> IT Helpdesk -> FAQ/Manuals -> search for “MFA".
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Enroll the device
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e Login with your JU email address and password.

Since multi-factor authentication (MFA) is enabled on the account, you will have to
confirm the login on your registered device.

a

mpany Portal

1 keep them secure.

) JONKOPING UNIVERSITY
stefan kindh@®ju.se

Approve sign-in request

@ We've sent a netification to your mobile
device. Please respond to continue.

Having troubie? Sign in anather way

Cancel sign-in

Microsoft Intune

B3 Microsoft
Sign in

stefan kindh@ju.se

Can't access your aceount?

Sign I from anather device

©2018 Microsoft  Termsof use  Privacy & cookies  +-

Cancel signin
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Select Continue to begin the enroliment process.

®
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Set up Jénkoping University access

Let's set up your device to access your email, devices, Wi-Fi, and apps for work.

You will need to:

Get your device managed

.-

Jonkdping University requires you to install a Management Profile to
secure your device

Update device settings

! Jonkoping University might need you to take action, like setting
a passcode.
Learn more

Read the information about what the JU administrators can and cannot see when the
device is enrolled. Click on Continue.

L J
Jénkdping University

What can Jonkdping University see?

@ Jdnkoping University can‘t: A Jénképing University can:
« View browsing histery on this device « View the medel, serial number, and operating system
+ Open your emails, contacts, or calendar + See the names of apps you've installed
+ Access your passwords « Identify your device by name
+ Review your documents + Reset |lost or stolen device to factory settings
Learn more
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The next screen will show information about what will happen during the installation.
Click on Continue.

L
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What's next?

1. Allow Company Portal to sign in to the keychain
2. Enter your Mac login password
3. Confirm device management in System Preferences

Click Continue to proceed.

Learn more

Enter the password for your Mac.

Gnkoping University

Installing management profile...

A
<

You may be prompted for your computer's login information to complete the
installation. This may take a few minutes...

- Profiles/MDM wants to make changes.

L - Enter your passward to allow this.

Username: Stefan Kindh

Password: | esessses| |
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You will have to confirm the Management Profilein order to continue. Click on Open
System Preferences.

koping University

Confirm device management

You need to approve the installation of a Management Profile in System Preferences.
This will let you access company resources from your Mac.

Open System Preferences

. In "System Preferences”, select "Profiles”.

Moo

. In the left-hand sidebar, select "Management Profile".

w

Click "Approve..." to allow Jonkoping University to manage work settings on
your Mac.

~

Click "Approve” when the popup appears.

o

Come back to the Company Portal, then click "Continue”.

i Skipping this step will prevent you from accessing all company resources

Confirm the Management Profile by clicking on Approve. You can close this window
when you're done.

[ ] < S Profiles [Q| ]

Device Profiles

E Management Profile Management P:offlle;
W| 4 settings entie

o Functionality may be limited until this profile is approved.

Approve...

Install this profile to get access to your
company apps
105ProfileSigning.manage.microsoft.co
m

15 Mar 2019 at 10:35

Erase all data on this computer

Add or remove configuration profiles
Add or remove provisioning profiles
Lock screen
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After a while the device is enrolled and ready.

L
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You're all set!

You should now have access to your email, devices, Wi-Fi, and apps for work.
Get your device managed

Jonképing University requires you to install a Management Profile to
secure your device

Update device settings

Jonk&ping University might need you to take action, like setting
a passcode.

Learn more

The Mac will now show under Devices in the Company Portal.

L]
Jonkoping University
m Apps  Contact |I1- ‘

048008 .

macutlan-01 E2303-03-1708 LAPKIST-1703 PCSERVHLK-1705

macutlan-01 -

@ This is the device you are currently using.

Original Name Manufacturer

macutlan-01 Apple

Model Operating system

MacBook Pro 0sX

Ownership Type Device Settings Status

Corporate In compliance
Last checked: 16 Mar 2019 at
10:43

Learn more
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Open Safari, go to https://office.com and log in with you JU email address and
password to finish the enrollment. Enter the password for your Mac and click on
Always Allow when the following dialog box is showing.

Safari wants to sign using key “Microsoft
Workplace Join Key” in your keychain.

To allow this, enter the “login” keychain password.

Password: ‘

? [ Always Allow ] Deny Allow

For Google Chrome: Go to https://office.com and log in with you JU email address
and password and click on OK when the following dialog box is showing.

Select a certificate
" 2 Select a certificate to which you want to authenticate

Ej device.login.microsoftonline.com:443

B 0ad0f0a7-8753-4f6b-87ea-b9b6b6dbede7 (MS-Organization-Access)

Show Certificate Cancel OK

Enter the password for your Mac and click on Always Allow.

w

7~ Google Chrome wants to export key “Microsoft
Workplace Join Key"” from your keychain.

To allow this, enter the "login” keychain password.

Password:

? Always Allow Deny Allow
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