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Connecting a laptop running Windows 77 and Vista to the wireless
network eduroam

Make sure your wireless network card is activated.

Mot connected

I:[! !l Connections are available

Wireless Metwark Connection
eduroam

lenkoping_University

Open Metwork and Sharing Center
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Click on the icon as displayed to list the available networks. Click Eduroam.



Mot connected

:lﬂ['l Connections are available

Wireless Network Connection ~

eduroam il

Connect automatically

lonkeping_University M

Open Network and Sharing Center

Click Connect.
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Windows Security

Network Authentication

Please enter user credentials

| lundavi@ju.se |

[ ok ][ Cancel

Type your username, followed by @ju.se, and your eduroam password. If you are a
guest at Jonkoping University, type in the username and password provided by your
home university.



Windows Security Alert

The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

Details [ Terminate J [ Connect

Click Connect. Important: Click Connect as soon as possible!

You are now connected to eduroam.

If the Network authentication box with user name and password returns you may
have to add the network manually:

Right click the Network icon. Click on "Open Network and sharing center”. Click on
"Manage wireless networks”.

- <« Network and Internet » Network and Sharing Center - Search Control Panel o

Control Panel Home . . . . . @
View your basic network information and set up connections
anage wireless networks i [ 0 See full map
N ox
Change s0aprer setings
Sl . helpdesk-PC Internet
Change advanced sharing (This computer)
settings
View your active networks Connect te a netwerk
You are currently not connected to any networks.
Change your networking settings
4;- Set up a new connection or network
= Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
"-5‘. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, er VPN network connection,
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings,
Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting infermation,
See also
HomeGroup
Internet Options
Windows Firewall

Click on add and then "Manually create a network profile”. Enter the information as
displayed in the following steps:
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How do you want to add a network? 1 ®

Ak Manually create a network profile

“S. This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (S5ID) and
security key (if applicable).

™ Create an ad hoc netwark
% This creates a temporary network for sharing files or an Internet connection

Cancel
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Network name: eduroam
Security type: WPA2-Enterprise
Encryption type: AES

Then click Next.
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Enter information for the wireless network you want to add

Metwork name: eduroam

Security type: iMPAZ-Entelplise V]
Encryption type: ’AES v]
Security Key: | | [ Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.
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Click on “Change connection settings”.
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o) 1 Manually connect to a wireless network

Successfully added eduroam

ange connection settings
Open the connection properties so that [ can change the settings.

Make sure the settings are correct, then select the Security tab.

MName: eduroam
S5ID: eduroam
MNetwork type: Access point

MNetwork availability: Al users

Connect automatically when this network is in range
[] Connect to & more preferred netwerk if available
|| Connect even if the network is not broadcasting its name (S5I0)

[ ok || cancel

Make sure the settings are correct, then click on Settings.



edurcam Wireless Network Properties @

Connection | Security

Security type: [wPaz-£Enterprise ~|
Encryption type: [AES ']
mmenﬁcaﬁon method:

[Microso&: Protected EAP (PEAF) v] [ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ OK J [ Cancel

Make sure the settings are correct and make sure that all VeriSign certificates are
checked. Then click on Configure.

Protected EAP Properties [==

When connecting;
validate server certificate

Connect to these servers:
edurad1.hj.se;edurad2.hj.se

Trusted Root Certification Authorities:

[] starfield Class 2 Certification Authority -
I:| Thawte Premium Server CA

[ thawte Primary Root CA - G3

[ Thawte Timestamping CA

[] UTN-USERFirst-Object

VeriSign Class 3 Public Primary Certification Authority - G5
[ zenmp.hij.se -
4 | 1 | r

[

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAR v2) V] [ Configure...

[¥] Enable Fast Reconnect

|| Enforce Metwork Access Protection

|| Disconnect if server does not present cryptobinding TLY
|| Enable Identity Privacy

Ok ] [ Cancel




Uncheck “Automatically use my windows logon name and password” and click ok.
EAP MSCHAPvZ Properties

When connecting:

A Automaticaly use my Windows logon name and
password (and domain if ary).

| ok || Cancel |
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Click on the pop-up message and type in your username followed by @ju.se and your
eduroam password.

ALk Additional information is needed to connect eduroam. * *
Click to provide additional information,
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Network Authentication
Please enter user credentials

=

Further troubleshootimg:
Read Frequently Asked Questions on ju.se/helpdesk

Check your firewall settings.

If you receive a message that you are typing an incorrect password but you are sure it is
correct, log in to www.ju.se/myaccount and change your password.

Note! The connection to internet is made with your computer’s public IP-address. It is
important that your computer has a firewall and antivirus software installed and updated!
Any abuse or charge of abuse will lead to disconnection of your account from the Jonkoping
University network.
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